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OpenAM— Rh—Jb O Oenstandia
0 2YNI—=ODt Y7y 7(FODNDE )
»/etc/sysconfig/network

HOSTNAME=openam.nri.jp

»/etc/hosts

192.175.204.251 openam.nri.jp
192.175.204.192 openam-app.nri.jp —HEIFEIFE

OIRIRE Im( EMEIRELD7=8) )

»/etc/sysconfig/selinux

#SELINUX=enforcing
SELINUX=disabled

w7717 74—V E0FF

$ service iptables stop
$ chkconfig iptables off

0 : d
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oJDKDE 7 O—k

»ORACLE2AX YL SIDKZES 7 A—R
» http:/ /download.oracle.com/otn-pub/java/jdk/7u60-b19/jdk-7u60-linux-

x64.rom?AuthParam=1404214955_1502d8aa0b24bce9ad8fbca7bc8fde1 1

»I Accept License Agreement 12y 2L TH S! jdk-7u60-linux-
x64-rpmi%&7Y)v%

Java SE Development Kit Tu60
You must accept the Oracle Binary Code License Agreement for Java SE to download this
software.

Accept License Agreement| * Decline License Agreement

Product / File Description File Size Download
Linux x86 11967 MB ¥ jdk-TuB0-linux-I586.rpm
Linux x86 13695 MB _# jdk. Llnud z
Linux x4 12097 MB | ¥ jdk-TuB0-linux-x64.rpm
Linux =64 13577 MB ¥ jdk-TuB0-linux-x64 tar.gz
Mac OS X x54 18594 MB ¥ jdk-TuB0-macosx-xB64.dma
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OpenAMT > A=)V Q gp?nStTa?cflgay"

O JDKDL U A=
bt AR—I)

# rpm —ivh jdk-7u60-linux-x64.rpm

# java -version

java version "1.7.0_60"

Java (TM) SE Runtime Environment (build 1.7.0_.60-b19)

Java HotSpot (TM) 64-Bit Server VM (build 24.60-b09, mixed
mode)

AT DESLEIF—HHEBREIIR. Id-linux.s0.2Z1AM—=IVT3
/lib/Id-linux.s0.2: bad ELF interpreter: No such file or directory

# yum install Id-linux.so.2
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O TomcatD1L A=l
»Tomcatz4O0—RKLTI A=)V

# wget
http:/ /ftp.yz.yamagata-u.ac.jp/pub/network/apache/tomcat/tomcat-
8/v8.0.9/bin/apache-tomcat-8.0.9.tar.gz

# tar zxvf apache-tomcat-8.0.9.tar.gz
# mv apache-tomcat-8.0.9 /usr/share/tomcat8

» /root/.bash_profile

export JAVA_HOME=/usr/java/default/
export JAVA_LOPTS="-Xmx1024m -XX:MaxPermSize=256m"

Dream up the future.
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»ForgeRock2RR FrhhSwar7z7r IV &4 A—k

OpenAM

Download our OpenAM software, policy agents, Open |dentity Gateway and documentation here.

OpenAM Enterprise
11.0.0 v

Title Files

OpenAM 11 7p shls configurator

((RE] Eos | >

10.0.1 >

Web Policy Agents

3.3.0 v

I I ll o B R
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oTomcatANDF 7041
wA)O-RLEWaAr7 7 V&) 2—LT D

# mv OpenAM-11.0.0.war openam.war

»TomcatlcF 70193
# mv openam.war /usr/share/tomcat8/webapps/

»TomcatZziieE) 93
# /usr/share/tomcat8/bin/startup.sh

. Nl oy
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© OpenAM#J1BAERE : Step 1

»http://openam.nri.jp:8080/openam/

\"\ REA T3
FORGEROCK BEAT7VaVERIRLTEZ V.

T 72 IVERE NRB5LEE

FIAWRBBEETI-IIVRT7IOEYDINR F=IART7DOI17, BT 0/ 5+
TJ—ROHFEANLET, EHNOTRTODF— — A—YF—-F—9IALTFHEESL. IRT
BEFITAIWRISA-IEFALTRESINTE OR/E/NSA—IERBETETET, COFTY
Yo COF T3V, FICFHAETREEBRO IVE. TYIA—ILOBEICH(IDE>EER
BMICEATBELIICLTLES L, LWESRMERZI TVET,

7 74 JV-BEDIER FLLBEDIER

Copyright © 2008-2013, ForgeRock AS. All Rights Reserved. Use of this software is subject to the terms and conditions of the ForgeRock™ License
and Subscription Agreement.

NI
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© OpenAM#IBAERTE : Step2
»amAdmin(OpenAME IR E )/ S\ A7) —K %52 E(fll : adminpassword )

OpenAM BEY—JL
N2 LBEA T3V

- — FIE1: —p -

. H=N—EE FI#I1—H— amAdmin MIIZT—EEADLEY, RAD—LEEF 8 ¥FLECTSRELAEOET, COH
—— ENRFORBO—BLESBEE. ANTSAADFETORBO/ AAD—FE—RIETIEZ 0.

. S

. A=Y= T7 BRI r—IUE
. BrREE FI2NF1—Y—IR2D—E
. I-JrvHER

 mm F 4 1—4— [amAdmin]

I l u HEIR
NRIA—FY—AY) 21— 3 HEHEE Copyright©2014 Nomura Research Institute, Ltd. All rights reserved.
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0 OpenAM#IBAZRE : Step3

»H—/3—URL http:/ /openam.nri.jp:8080
»CookieR X1 : .nri.jp
272V 7A—=L0OT=), BET1LIMISEDEETOK

OpenAM BIEY—JL

NRSLBEA D3y

1. —R@
+ H—i—flE

FIE2: v—ni—mE
Y —CEAT EROREERELE T,

3. WERRT BT 1 —ILE

5. YUTREE

6. T—Jrvi-fs 43— URL http://openamnri jp:8080 | )
]

7. B|E *Caokie RAT ‘.nri.jp |ﬂm

FFSyhTa—LOT ‘en_US |

“HEFLORY /ro0t/OpenAM-11.00

NRIA—T2Y—R/) 21— 3 HEH#EE Copyright©2014 Nomura Research Institute, Ltd. All rights reserved. e,
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O OpenAM#IBAER TE : Step4
b BIIDIUASL R EBIRLTRA

OpenAM BEY—)L
DRI LBEA T3
1. . FH 3 WEF-ITRE
2. ¥—n—E@R BFEICIZNOBFO OpenAM TS HLIHE, TRNOTY RSV ERRLET . BTEC 1 DLLEDER I
70 OpenAM 252 MG HIE. TEFORESEMLETh, 1EBRLEYT.
-+ BEIRT _ )
®© BYOTYZIVR O BEORRISENLETH.
4. A-T-27
* BED— L
5. YUREE
6. I—JIvHiEH EEAE TN f
-
7. BB BEF—5Z~F  ® 0penAM () OpenDJ or Oracle Directory Server Enterprise Edition
* S5L AW
* MA+F | localhost

« AdminPort
- woon

* ES{tE | KpfenJp2riunz+ov0e301Vr+oGwtg |

* =B IrvH R |dr_=openam.dc=forgerock.dc=or-g |

BN B

I l u o B R
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0 OpenAMIBAZRE : StepS
» OpenAMD A=Y —=F =2 A7 12 BIRL TRA

OpenAM BEW—)L
NZASLEEA T3y
1. —fg FE4: 1-Y—F—92h7EE"
2. H—N—E OpenAM BET—S5ARFICHBOT—5ARTEBERTSCEE. O1—H—F—59A-TEERYSCLETER I
T, AEREBRRERSEYSMICIE. OpenAM 1Y —F—-H5IATFEFREIABOI—Y—F—S5A+FERRT
3. BERRT SCLEFEIHLET., CCTHRELETLIOSIERE DN EADT—REFRT L SR —H—EZE LDAP B
EI1—ILHERESNSECFRELTIES L,
=+ 1—H¥-2R7 )
® OpenAM MA—HF—F—5AT
5. SrREE 9] FOMO1—F—F—5 2T
6. I—IJrv/MEH “BET1—ILE ;
7.

L A—H—2PORE

D OpenaM 1—H—F—5Z T ORI, FEENZEERERRATOB Y R—~EhET,
OpenAM 1—¥—-F—5272. ERERFETREYR-FThILA.

I l u o B R
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© OpenAM#IBAER 7E : Stepb
pTONE IEBIRLTRA

OpenAM REY—JL
NZ5 LBEA T3y
1. & FE5: TrhEEs
2. Y—n-@E CMIYABLAG, Yr-REO—BELTO-RASYYOERCERINITN? I
3. WEANT ®unz
LEwn
4. 1-H¥-2F7
*BAT—ILE

=+ Yrh@E
6. I—J1vEH JHRROR ;
7. BE ZHd OpenAM MBHIOV RSV T, W|EE, Yr~REEFELIE

Ao FILLWOMFBREEERTBICE. ROBEEANLEZT

bR | |

*O—F/i5>4 0 URL | |

Enable Session HA Persistence and Failover

CREBR
NRIA—FY—AY) 21— 3 HEHEE Copyright©2014 Nomura Research Institute, Ltd. All rights reserved.

Dream up the future.



F-JovVv-2F35C
OpenAMAL 22 A=)V Q OOptsanSEa?qla

0 OpenAM#1BAER E : Step7
»F7AINRY) =T =T MDINA)—K %R E(H: agentpassword )

OpenAM BEY—JL [ X |
NZASLEEA T3y
1. - FM 6: FIARORYY—I—Irvh1—Y=""
2. H—N—E %ﬂ‘?xﬂ)ﬂﬁl& FI—T—ITVOTONRNTr—ERB/TSHIC OpenAM RUL—TI—JTV-THERASNE I
3. @ERT :
4. A=-H¥=2A7 * BRI —ILE
5. YrHEE b P i S ) e R
+ I—JrHEH /
FI#IRYZ—I—I TV [UrlAccessAgent] -]
7. BE
IRAT—R | ............. |ﬂ?g
AT —RORR | ............. |

I l u o B R
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© OpenAM#IHAER E : Step8
P R EAREREL T R EOER

OpenAM BEY—JI

NASLEEA T3y

1. —R@ HEV-ILOBECEE

2. H—-Nn-—@e TOREEMELTZSL,: EL<HVMELRSSBSE. REETSHIC,. E>TEOREERETETET, I
3. BEXRF BEY-LORRCEM

4 AmTeART BT O W

5. YrHEE SSL A2 Lz

6. I-JIvr-mE SRR R /

=8 J1wd X de=openam,dc=forgerock,dc=org ]

+ #E d1-—4—% cn=Directory Manager

FoLORJE  /root/OpenAM-11.0.0
A1-¥—Z 7O E%E...
HEA-TFEREOHER

Yr-REORE S5
ZHAYRFURNE. O—FNASYYOERICIREShIEA.
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pREHNEITENET

HRPELIES ..
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HELTVEY ...

RE—FIFLILOEFEIIwTLTVEY, HEHLELE.

A% —7 opendj_config_schemaldif EO0—FLTULET . HLELE.
2F—7 opend]_user_schemaldif E0—RLTLET . HILELIE,
A% —+ opendj_embinit.ldif E0—-FLTULET.BHLELE.
AF—¥ opend]_user_index Idif E0—-FLTUEY . HLELE.
ZF—¥ opendj_plugin.ldif EO0—RLTUET.HRIILELE.
AF¥—+ cts-container.dif E0—-FLTWET . EILFELE.
A¥—7 cts-add-schemaldif E0—FLTWET . HILELE.
ZF—7 cts-indices dif E0—FLTULET . HILELE.

A%+ —7 opendj_dashboard.ldif E0—-FLTUETEILELEZ.
2% —¥ opend]_deviceprint.ldif E0—-RLTUET . HIHLE L.
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»http://openam.nri.jp:8080/openam =72t AL, amadmin1—4—

TAJ1LEY

%

FORGEROCK

OpenAM ADY 1+
>/

dA-H—3&:

amadmin

Copyright ® 2008-2013, ForgeRock AS. All Rights R . Usa of this software is subject to the
terms and conditions of the ForgeRock™ License and Subscription Agreement.
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o OpenAMIcO 1
»OpenAMEIR ) —IVDAA U/ AZ 21— HHEIPRREINET

i—at.
2 —4—: amAdmin ¥ —/{—: openamnrijp

¢ FORGEROCK

SAMLv2 TOi/SEER Salesforce CRM MEE
chs@I—270— T. SAMLv2 OFRRAFELRYE— DT A ToT4Tr—EH—ERTO nAM & Salesforce CRM EEE LT, LT LY 1A RREFRLET . BT, SAML2 RRARP AT T1T1—
f{l‘: 7 EREAL v2 A ORALERZY FATATAT1—EY— ’ ‘f?iﬁﬂ@l..f I:I=f(‘f#kl-—:ve;:m";—bfbiﬂgféﬁiﬂ'ﬁiléfc o v FT T_
FRF AT T4 T4—T 0 DR Ly || sslesforce CRM DB il
RAMS—EAT O S T DR \i
VE=FFPATUTATA— T (T ERR th. AROMMES 72 |
= COBBEIhETANEERALT, ERORESRNT INESNEHNL, ECICHESASIMERELET .
UE—M—EATO/MTERR \dJ MR OERIEET AR @
Configure OAuth2 HET-AFALERE
This task eonfigures OAuth2 per realm. Each realm ean act as an authorization server _ OpenAM BB T=aFILO~A—SEHEBLET.
Configure OAuth? e G ksl

Fedlet Z{ER

Fedlet Z{FREL T, OpenAM OO AFLATHRARSA TN F A ToTA TA— 70 A5 L, Bl )a— 3 ORL
g_t—l-*r—lfz?’nr{‘fé’m't" ERERBIZLET. B fﬁZhr‘f%ﬁ-r-T--f—:fmH-;’iﬂﬁféﬁl#bug

L[ Fediet &HEAL JTe)

Google Apps DBRE
OpenAM & Google Apps Web 77U r—ia#8ELT, LY A RBFERLET . BHIZ. RAVF AT rTa
FA—FRRAFESAMY— 2L ERET DB BN DYET .
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v CentOS 6 AR RIEOpenAMITE D
»WebH—/5— F—2ANT7%ZFH
v'Apache?2.2

\/ -
CaIThfF OpenAMI:l‘ﬁ"f’/:L—"fO)

088073t el 270t
p»I-JIMAR ; %

@O -] ° Apache2.2F
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OEEFXATLA
p D IAT DDV ) TAMYEDORBERTIDETOT7 T ) r—
av

EIEE D —tf —m@ Tk HTTP % ssoEiTE
R S A—ENNE ST T R EETESIL TSI E Ly,

—————————— HTTP ™y &~

ACCEPT = text/htmlapplicationsdtmi+xmlapplication/xmlg=08 */+g=0 8
ACCEPT CHARSET = Shift_JIS utf-8,q=07 #q=03

ACSCEPT ENCODING = gzipdeflate,sdch

ACCEPT LANGUAGE = jaen—Usg=08eng=08

COMMECTION = keep-alive

HOST = openam—traning—app.nriossc.co.jp

USER_AGENT = Mozilla,/5.0 (Mindows NT 8.1; WOWEL) AppleWehKit/537.31 (KHTML, like Gecke) Chrome,/268 0141064 Safari/537 31

NRIA—FY—AY) 21— 3 HEHEE Copyright©2014 Nomura Research Institute, Ltd. All rights reserved. m
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IR AT LOWE @ OOPtSanStTa?cfiai"

oJREZ4Z72O0—K

»ORACLEAXN YT HSJREZS ORIz /M AMNIVA)
» http:/ /download.oracle.com/otn-pub/java/jdk/7u60-b19/jre-7u60-linux-

x64.rom?AuthParam=1404279220_20255¢c¢368d3e0d87f37c3af323bec95f

Java SE Runtime Environment Tué0
You must accept the Oracle Binary Code License Agreement for Java SE to download this
software.

Accept License Agreement| * Decline License Agreement

Product / File Description File Size Download
Linux x86 31.55MB ¥ jre-TuB0-linux-i586.rpm
Linux x86 4618MB ¥ jre-TuBD-linux-i586.1ar.gz
Linux x64 32.06 MB % jre-7uB0-linux-64.rpm
Linux x654 44 .81 MB &
MacOSXafid 4852 MB ¥ re-TuRll-macnsxxRd dma

Dream up the future.
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http://download.oracle.com/otn-pub/java/jdk/7u60-b19/jre-7u60-linux-x64.rpm?AuthParam=1404279220_20255c368d3e0d87f37c3af323bec95f

B 7 LOME O Openstandia
o JREE IS —/SIo 1o AR—Jb

» 771V 2R

#ls -l
jre=7u60-linux-x64.rpm

# rom —ivh jre-=7u60-linux-x64.rpm
#Is -1 /usr/java
jre1.7.0_60

1 N
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MINGES R7 LOME O Openstandia
0 JREZEIHF KXY —/r A=

»JREICPATHZ &Y

# vi ~/.bash_profile
export JAVA_HOME=/ [jree REBIL7=7JV/\R] /ire1.7.0_.60—1EZE
export PATH=$PATH:$JAVA_HOME/bin<—iE:E

# source ~/.bash_profile

# java -version

/lib/Id-linux.s0.2: bad ELF interpreter—Id-linux.so.2H' &< T5—
# yum install Id-linux.s0.2

# java -version

java version "1.7.0_60"

Java (TM) SE Runtime Environment (build 1.7.0.60-b19)

Java HotSpot (TM) 64-Bit Server VM (build 24.60-b09, mixed
mode)

. ! oz
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ORYNI—VRTE
»1EBIESEH—/30) /etc/sysconfig/network (CBEET D

HOSTNAME=openam-app.nri.jip

EIEEY—IN0) /etc/hosts IBFET S

192.175.204.251 openam.nri.jp < EIFENDSSOH—/N
192.175.204.192 openam-app.nri.jp

NRIA—F2Y—AYU) 12— 3 #EHEE Copyright©2014 Nomura Research Institute, Ltd. Al rights reserved. Bream up the futurs.
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ORY)—IT—-IxI/h2E ) AR
»http:/ /forgerock.org/downloads/openam-builds/

‘ PROJECTS COMMUNITY CONTRIBUTE SECURITY ADVISORIES DOWNLOADS *
FORGEROCK"

OpenAM Nightly Builds

Release Built from Notes Build Date

[Nightly Build][SHAJ[WAR]

[TOOLS] trunk Latest nightly build 20140701

Web Policy Agents
Agent Type Operating System Type 32/64 bits Build Date

[Apache 2.2 v 20140703 m
Java EE Policy Agents

Container Version Policy Agent version Build Date
Glassfish [SHA] 2.x & 3.x 4.0.0-SNAPSHOT 20140701
Glassfish v2 [SHA] JSR196 & JSR115 4.0.0-SNAPSHOT 20140701
JBoss [SHA] EAP 5.x 4.0.0-SNAPSHOT 20140701
JBoss [SHA] EAP 6.x & AS 7.x 4.0.0-SNAPSHOT 20140701
Jetty [SHA] 6.1 4.0.0-SNAPSHOT 20140701
Jetty [SHA] 7&8 4.0.0-SNAPSHOT 20140701
Tomcat [SHA] 6.8.x & 7.8.x 4.0.0-SNAPSHOT 20140701
WebLogic [SHA] 18g, 11g & 12c 4.0.0-SNAPSHOT 20140701
Websphere [SHA] 7, 8 & 8.5 4.0.0-SNAPSHOT 20140701

l o B R
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» 771 W ER R

#1s -I
apache_v22_Linux_64_agent_3.1.0-Xpress.zip

# unzip apache_v22_Linux_64_agent_3.1.0-Xpress.zip
# Is web_agents
apache22_agent

»Apache%zlL &3
# /etc/init.d/httpd stop

pNNAT—=R771IWVE{ERLT D

# cd web_agents/apache22_agent/bin
# echo [FRI—T—Dx/bDISAI—K] > /tmp/password.txt

° ! Fa0% |
NRIA—FY—AY) 21— 3 HEHEE Copyright©2014 Nomura Research Institute, Ltd. All rights reserved.
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R )—IT =T /MM A=
# ./agentadmin —-install
Please read the following License Agreement carefully:
[Press <Enter> to continue...] or [Enter n To Finish]

(FLEADRTENBDT. EnterhnTiRHEDS)
Agreement (yes/no): [no]:yes —A 7}

Enter the Apache Server Config Directory Path
[/opt/apache22/conf]: /etc/httpd/conf

OpenAM server URL: http://openam.nri.jp:8080/openam
Agent URL: http://openam-app.nri.jp:80

Enter the Agent Profile name: openam-app

Enter the path to the password file: [password.txtAN®D7IVIsA]

Please make your selection [1]: «<Enter
» B9 B&. apache22_agentF 1L 2M)ICAgent 001 HMERLEND

° ! oz
NRIA—FY—AY) 21— 3 HEHEE Copyright©2014 Nomura Research Institute, Ltd. All rights reserved.
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A —+4f—: amAdmin H—si—: openam.nrijp

% FORGEROCK

#FLLY Web
* &M Inpenarn—app
* RAT—F: I ........
¥ RAT—FOBEAR: | ........
BE: () B—H @ %
=Sz bFOsF—AEHESh TSR TO=A0 1., T—Yz R ETER TS Y= —TF . TED | L, OpenAM H—ri—T7F,
* 4 —s8— URL: Ihttp:ﬁnpenam.nri.jp:ﬂ@&@fnpenam

Fakajls RARR— R deploymentUri (f=&Z 1£, http:/ /opensso.sample.com:58080/ opensse)

* T—xvh URL: Ihttp:ﬁnpenarn—app.nri.jp:ﬂ@
FatallssRARR— (e AL, hitp//agent] sample.com:1234)
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§50 OAE—F: [ A

I—:+1i ﬁ-‘ﬂ'ﬁ)—mlﬂﬁ (SE0) MAEFEEL, REFREELEL A . (TO0/1F1—8: comsun.identity agents.configsso.only)
FRubAIwT B

YYy—AFo+AEE URL: I

HAZTAXENET o ALMEFEENEA—2 M URL. (7037 4—%: comsun.identity.agents.config.access.deniedur()
FubA 9T B
I—T kTl T2 o FRT
() Is—
O Aue—
I—=Uxb@T LA, (0T 49— 8 comsun.identityagents config debug level)
FRubAIwT B
Iz bOT R TIFrANO—F—23al: 4 7Y

FwdIFAILEREEh YA X IZE I TO—F—2avEhEzFT . (F0s3F 14— 8 comsun.identity.agents config debug file rotate)
FRubAIwT: B

I—LxbOT R TITITANY X IW

T—Sxw kDT T 274 A X A FBAL) L (Z'0/3F 49— % com.sunidentity.agents.confiz.debug file size)
kAT 0T HH

= RFICRED
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0 EiSTER
»OpenAM) 1—HTa% 1>, amadmin/adminpassword )3 3&. app01
DEEDSRTEND

»ZDEE, HTTPA Y4 ICTiPlanetDirectoryPro i&LA5SSO—22/
(Cookie ) HEBIMENTL\BZ L %R

FEEI—HF—@EIFY 1 F HITP~ - & SS0ETHE
TEEBUDNESA—AEEIN TS X FREEL T EEL,

—————————— N

BCCEPT = textfhtml application/xhtml+xml,application/xnl ;9=0.9,%/+;9=0.8
ACGEPT _CHARSET = Shlft _dI5,utf-8;9=0.7,%:9=0.3

ACCEPT ENCODING = g2|p,deflate,sdch

ACCEPT_LANGUAGE = ja,en-US:g=0.8,en;u=0.8

CAGHE CONTROL = max-age=0

CONMECTION = keep-alivg
COOKIE = amlbcookie=01 @iPlanetDirect oryPro=AQICowM2LY 45f cut vDawlv33UT908wnkEsWhoMzy J KASE TH . A8 JTSQACHDE . +
HOST = openam-traning-= i
REFERER = http:/fopenam.nriossc.co.ip:B080 /openan/UlLogintegotoshtt p¥3t%2F%2Fopenan-t raning-app.nriossc.co. ip%2Fapp0l &2x_charset =UTF-8
USER_AGENT = Mozilla/8.0 Windows NT B.1; WOWE4) AppleWebKit/B37.31 (KHTHL, |ike Gecko) Chrome/26.0.1410.84 Safari/537.31

—————————— kel W o e it SRS
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